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Threat Model

Description

Threats

Threat Source Risk Status Date
CreatedSession	Hijacking Signal	Transfer	Point VeryHigh Open 04/13/2018

Denial	of	Service	through	Resource	Depletion Signal	Transfer	Point Medium Open 04/13/2018Protocol	Manipulation Signal	Transfer	Point Medium Open 04/13/2018TCP	SYN	Scan Signal	Transfer	Point Low Open 04/13/2018TCP	ACK	Ping Signal	Transfer	Point Low Open 04/13/2018



TCP	SYN	Ping Signal	Transfer	Point Low Open 04/13/2018TCP	Connect	Scan Signal	Transfer	Point Low Open 04/13/2018TCP	ACK	Scan Signal	Transfer	Point Low Open 04/13/2018Exploit	Common	or	default	Usernames	and	Passwords Signal	Transfer	Point High Open 04/13/2018WS:	XML	Denial	of	Service Signal	Transfer	Point VeryHigh Open 04/13/2018
Gather	Information Signal	Transfer	Point VeryHigh Open 04/13/2018
HTTP	DoS Signal	Transfer	Point VeryHigh Open 04/13/2018
ICMP	Fragmentation Signal	Transfer	Point VeryHigh Open 04/13/2018
Unauthorized	Use	of	Device	Resources Signal	Transfer	Point VeryHigh Open 04/13/2018
Denial	of	Service Signal	Transfer	Point VeryHigh Open 04/13/2018
Eavesdropping Signal	Transfer	Point VeryHigh Open 04/13/2018
Reusing	Session	IDs	aka	Session	Replay Signal	Transfer	Point High Open 04/13/2018Session	Hijacking Signal	Transfer	Point VeryHigh Open 04/13/2018
Denial	of	Service	through	Resource	Depletion Signal	Transfer	Point Medium Open 04/13/2018Protocol	Manipulation Signal	Transfer	Point Medium Open 04/13/2018TCP	SYN	Scan Signal	Transfer	Point Low Open 04/13/2018TCP	ACK	Ping Signal	Transfer	Point Low Open 04/13/2018TCP	SYN	Ping Signal	Transfer	Point Low Open 04/13/2018TCP	Connect	Scan Signal	Transfer	Point Low Open 04/13/2018TCP	ACK	Scan Signal	Transfer	Point Low Open 04/13/2018Exploit	Common	or	default	Usernames	and	Passwords Signal	Transfer	Point High Open 04/13/2018WS:	XML	Denial	of	Service Signal	Transfer	Point VeryHigh Open 04/13/2018
Gather	Information Signal	Transfer	Point VeryHigh Open 04/13/2018
HTTP	DoS Signal	Transfer	Point VeryHigh Open 04/13/2018
ICMP	Fragmentation Signal	Transfer	Point VeryHigh Open 04/13/2018
Unauthorized	Use	of	Device	Resources Signal	Transfer	Point VeryHigh Open 04/13/2018
Denial	of	Service Signal	Transfer	Point VeryHigh Open 04/13/2018
Eavesdropping Signal	Transfer	Point VeryHigh Open 04/13/2018



Reusing	Session	IDs	aka	Session	Replay Signal	Transfer	Point High Open 04/13/2018Session	Hijacking Signal	Transfer	Point VeryHigh Open 04/13/2018
Denial	of	Service	through	Resource	Depletion Signal	Transfer	Point Medium Open 04/13/2018Protocol	Manipulation Signal	Transfer	Point Medium Open 04/13/2018TCP	SYN	Scan Signal	Transfer	Point Low Open 04/13/2018TCP	ACK	Ping Signal	Transfer	Point Low Open 04/13/2018TCP	SYN	Ping Signal	Transfer	Point Low Open 04/13/2018TCP	Connect	Scan Signal	Transfer	Point Low Open 04/13/2018TCP	ACK	Scan Signal	Transfer	Point Low Open 04/13/2018Exploit	Common	or	default	Usernames	and	Passwords Signal	Transfer	Point High Open 04/13/2018WS:	XML	Denial	of	Service Signal	Transfer	Point VeryHigh Open 04/13/2018
Gather	Information Signal	Transfer	Point VeryHigh Open 04/13/2018
HTTP	DoS Signal	Transfer	Point VeryHigh Open 04/13/2018
ICMP	Fragmentation Signal	Transfer	Point VeryHigh Open 04/13/2018
Unauthorized	Use	of	Device	Resources Signal	Transfer	Point VeryHigh Open 04/13/2018
Denial	of	Service Signal	Transfer	Point VeryHigh Open 04/13/2018
Eavesdropping Signal	Transfer	Point VeryHigh Open 04/13/2018
Reusing	Session	IDs	aka	Session	Replay Signal	Transfer	Point High Open 04/13/2018Session	Hijacking Signal	Transfer	Point VeryHigh Open 04/13/2018
Denial	of	Service	through	Resource	Depletion Signal	Transfer	Point Medium Open 04/13/2018Protocol	Manipulation Signal	Transfer	Point Medium Open 04/13/2018TCP	SYN	Scan Signal	Transfer	Point Low Open 04/13/2018TCP	ACK	Ping Signal	Transfer	Point Low Open 04/13/2018TCP	SYN	Ping Signal	Transfer	Point Low Open 04/13/2018TCP	Connect	Scan Signal	Transfer	Point Low Open 04/13/2018TCP	ACK	Scan Signal	Transfer	Point Low Open 04/13/2018Exploit	Common	or	default	Usernames	and	Passwords Signal	Transfer	Point High Open 04/13/2018WS:	XML	Denial	of	Service Signal	Transfer	Point VeryHigh Open 04/13/2018
Gather	Information Signal	Transfer	Point VeryHigh Open 04/13/2018
HTTP	DoS Signal	Transfer	Point Very Open 04/13/2018



HighICMP	Fragmentation Signal	Transfer	Point VeryHigh Open 04/13/2018
Unauthorized	Use	of	Device	Resources Signal	Transfer	Point VeryHigh Open 04/13/2018
Denial	of	Service Signal	Transfer	Point VeryHigh Open 04/13/2018
Eavesdropping Signal	Transfer	Point VeryHigh Open 04/13/2018
Reusing	Session	IDs	aka	Session	Replay Signal	Transfer	Point High Open 04/13/2018File	Manipulation Policy	and	Rules	ChargingFunction Medium Open 04/13/2018
Accessing,	Modifying	or	Executing	Executable	Files Policy	and	Rules	ChargingFunction VeryHigh Open 04/13/2018
Create	files	with	the	same	name	as	files	protected	with	ahigher	classification Policy	and	Rules	ChargingFunction VeryHigh Open 04/13/2018
Manipulating	Web	Input	to	File	System	Calls Policy	and	Rules	ChargingFunction VeryHigh Open 04/13/2018
Exploiting	Incorrectly	Configured	SSL HTTPS VeryHigh Open 04/13/2018
Encryption	Brute	Forcing Policy	and	Rules	ChargingFunction Low Open 04/13/2018
Authentication	Bypass Home	Location	Register Medium Open 04/13/2018Sniff	Application	Code Home	Location	Register High Open 04/13/2018Sensitive	Data	Exposure AWS	Cloud VeryHigh Open 04/13/2018
Weak	Identity,	Credential	and	Access	Management AWS	Cloud VeryHigh Open 04/13/2018
Denial	of	Service AWS	Cloud VeryHigh Open 04/13/2018
Code	Injection AWS	Cloud High Open 04/13/2018Reflected	Cross	Site	Scripting	-	WASC AWS	Cloud High Open 04/13/2018Dictionary-based	Password	Attack AWS	Cloud High Open 04/14/2018Password	Brute	Forcing AWS	Cloud High Open 04/14/2018Password	Recovery	Exploitation AWS	Cloud High Open 04/14/2018Exploit	Common	or	default	Usernames	and	Passwords AWS	Cloud High Open 04/14/2018Encryption	Brute	Forcing AWS	Cloud Low Open 04/14/2018Clickjacking AWS	Cloud VeryHigh Open 04/14/2018
HTTP	Response	Splitting AWS	Cloud High Open 04/14/2018SQL	Injection AWS	Cloud High Open 04/14/2018Blind	SQL	Injection AWS	Cloud High Open 04/14/2018Overflow	Buffers AWS	Cloud Very Open 04/14/2018



HighiOS:	Data	Storage Telecom	Network	3G VeryHigh Open 03/21/2018
iOS:	Weak	Server	Side	Controls Telecom	Network	3G VeryHigh Open 03/21/2018
iOS:	Insufficient	Transport	Layer	Protection Telecom	Network	3G VeryHigh Open 03/21/2018
iOS:	Client	Side	Injection Telecom	Network	3G VeryHigh Open 03/21/2018
iOS:	Poor	Authorization	and	Authentication Telecom	Network	3G VeryHigh Open 03/21/2018
iOS:	Improper	Session	Handling Telecom	Network	3G VeryHigh Open 03/21/2018
iOS:	Security	Decisions	via	Untrusted	Inputs Telecom	Network	3G VeryHigh Open 03/21/2018
iOS:	Side	Channel	Data	Leakage Telecom	Network	3G VeryHigh Open 03/21/2018
iOS:	Broken	Encryption Telecom	Network	3G VeryHigh Open 03/21/2018
iOS:	Sensitive	Information	Disclosure Telecom	Network	3G VeryHigh Open 03/21/2018
Probe	iOS	Screenshots Telecom	Network	3G VeryHigh Open 03/21/2018
Altered	Installed	BIOS Telecom	Network	3G VeryHigh Open 03/21/2018
Session	Hijacking Telecom	Network	3G VeryHigh Open 03/21/2018
Denial	of	Service	through	Resource	Depletion Telecom	Network	3G Medium Open 03/21/2018Protocol	Manipulation Telecom	Network	3G Medium Open 03/21/2018TCP	SYN	Scan Telecom	Network	3G Low Open 03/21/2018TCP	ACK	Ping Telecom	Network	3G Low Open 03/21/2018TCP	SYN	Ping Telecom	Network	3G Low Open 03/21/2018TCP	Connect	Scan Telecom	Network	3G Low Open 03/21/2018TCP	ACK	Scan Telecom	Network	3G Low Open 03/21/2018Exploit	Common	or	default	Usernames	and	Passwords Telecom	Network	3G High Open 03/21/2018WS:	XML	Denial	of	Service Telecom	Network	3G VeryHigh Open 03/21/2018
Gather	Information Telecom	Network	3G VeryHigh Open 03/21/2018
HTTP	DoS Telecom	Network	3G VeryHigh Open 03/21/2018
ICMP	Fragmentation Telecom	Network	3G VeryHigh Open 03/21/2018
Unauthorized	Use	of	Device	Resources Telecom	Network	3G Very Open 03/21/2018



HighDenial	of	Service Telecom	Network	3G VeryHigh Open 03/21/2018
Eavesdropping Telecom	Network	3G VeryHigh Open 03/21/2018
Reusing	Session	IDs	aka	Session	Replay Telecom	Network	3G High Open 03/21/2018Physical	Theft Telecom	Network	3G VeryHigh Open 03/21/2018
Data	Interception	Attacks Telecom	Network	3G Medium Open 03/21/2018Fake	the	Source	of	Data Telecom	Network	3G Medium Open 03/21/2018Exploiting	Incorrectly	Configured	SSL Telecom	Network	3G VeryHigh Open 03/21/2018
User-Controlled	Filename Telecom	Network	3G High Open 03/21/2018Manipulating	User	State Telecom	Network	3G High Open 03/21/2018Email	Injection Telecom	Network	3G Medium Open 03/21/2018IMAP	or	SMTP	Command	Injection Telecom	Network	3G Medium Open 03/21/2018Content	Spoofing Telecom	Network	3G Medium Open 03/21/2018Sniffing	Attacks Telecom	Network	3G Medium Open 03/21/2018Action	Spoofing Telecom	Network	3G VeryHigh Open 03/21/2018
Denial	of	Service	through	Resource	Depletion Telecom	Network	3G Medium Open 03/21/2018Privilege	Abuse Telecom	Network	3G VeryHigh Open 03/21/2018
Resource	Location	Spoofing Telecom	Network	3G VeryHigh Open 03/21/2018
Sniffing	Network	Traffic Telecom	Network	3G VeryHigh Open 03/21/2018
Intent	Spoof Telecom	Network	3G VeryHigh Open 03/21/2018
Cellular	Traffic	Intercept Telecom	Network	3G VeryHigh Open 03/21/2018
Denial	of	Service Telecom	Network	3G VeryHigh Open 03/21/2018
Authentication	Bypass Telecom	Network	3G Medium Open 03/21/2018Sniff	Application	Code Telecom	Network	3G High Open 03/21/2018Weak	Identity,	Credential	and	Access	Management Telecom	Network	3G VeryHigh Open 03/21/2018
Denial	of	Service Telecom	Network	3G VeryHigh Open 03/21/2018
Sensitive	Data	Exposure Telecom	Network	3G VeryHigh Open 03/21/2018
Code	Injection Telecom	Network	3G High Open 03/21/2018Reflected	Cross	Site	Scripting	-	WASC Telecom	Network	3G High Open 03/21/2018



Encryption	Brute	Forcing Telecom	Network	3G Low Open 03/21/2018SQL	Injection Telecom	Network	3G High Open 03/21/2018Blind	SQL	Injection Telecom	Network	3G High Open 03/21/2018Overflow	Buffers Telecom	Network	3G VeryHigh Open 03/21/2018
Sensitive	Data	Exposure Telecom	Network	3G VeryHigh Open 03/21/2018
Weak	Identity,	Credential	and	Access	Management Telecom	Network	3G VeryHigh Open 03/21/2018
Denial	of	Service Telecom	Network	3G VeryHigh Open 03/21/2018
Code	Injection Telecom	Network	3G High Open 03/21/2018Reflected	Cross	Site	Scripting	-	WASC Telecom	Network	3G High Open 03/21/2018Dictionary-based	Password	Attack Telecom	Network	3G High Open 03/21/2018Password	Brute	Forcing Telecom	Network	3G High Open 03/21/2018Password	Recovery	Exploitation Telecom	Network	3G High Open 03/21/2018Exploit	Common	or	default	Usernames	and	Passwords Telecom	Network	3G High Open 03/21/2018Encryption	Brute	Forcing Telecom	Network	3G Low Open 03/21/2018SQL	Injection Telecom	Network	3G High Open 03/21/2018Blind	SQL	Injection Telecom	Network	3G High Open 03/21/2018Overflow	Buffers Telecom	Network	3G VeryHigh Open 03/21/2018
Weak	Identity,	Credential	and	Access	Management Telecom	Network	3G VeryHigh Open 03/21/2018
Denial	of	Service Telecom	Network	3G VeryHigh Open 03/21/2018
Sensitive	Data	Exposure Telecom	Network	3G VeryHigh Open 03/21/2018
Code	Injection Telecom	Network	3G High Open 03/21/2018Reflected	Cross	Site	Scripting	-	WASC Telecom	Network	3G High Open 03/21/2018Dictionary-based	Password	Attack Telecom	Network	3G High Open 03/21/2018Password	Brute	Forcing Telecom	Network	3G High Open 03/21/2018Password	Recovery	Exploitation Telecom	Network	3G High Open 03/21/2018Exploit	Common	or	default	Usernames	and	Passwords Telecom	Network	3G High Open 03/21/2018Encryption	Brute	Forcing Telecom	Network	3G Low Open 03/21/2018Overflow	Buffers Telecom	Network	3G VeryHigh Open 03/21/2018
SQL	Injection Telecom	Network	3G High Open 03/21/2018Blind	SQL	Injection Telecom	Network	3G High Open 03/21/2018HTTP	Response	Splitting Telecom	Network	3G High Open 03/27/2018



HTTP	Response	Splitting Telecom	Network	3G High Open 03/27/2018HTTP	Response	Splitting Telecom	Network	3G High Open 03/27/2018Clickjacking Telecom	Network	3G VeryHigh Open 04/13/2018
Clickjacking Telecom	Network	3G VeryHigh Open 04/13/2018
Clickjacking Telecom	Network	3G VeryHigh Open 04/13/2018
CVE-2005-0356 Telecom	Network	3G VeryHigh Open 03/21/2018
CVE-2005-4499 Telecom	Network	3G VeryHigh Open 03/21/2018
CVE-2006-4098 Telecom	Network	3G VeryHigh Open 03/21/2018
CVE-2015-0726 Telecom	Network	3G VeryHigh Open 03/21/2018
CVE-2016-6375 Telecom	Network	3G VeryHigh Open 03/21/2018
CVE-2015-0726 Telecom	Network	3G VeryHigh Open 03/21/2018
CVE-2016-6375 Telecom	Network	3G VeryHigh Open 03/21/2018
iOS:	Data	Storage Telecom	Network	4G VeryHigh Open 03/21/2018
iOS:	Weak	Server	Side	Controls Telecom	Network	4G VeryHigh Open 03/21/2018
iOS:	Insufficient	Transport	Layer	Protection Telecom	Network	4G VeryHigh Open 03/21/2018
iOS:	Client	Side	Injection Telecom	Network	4G VeryHigh Open 03/21/2018
iOS:	Poor	Authorization	and	Authentication Telecom	Network	4G VeryHigh Open 03/21/2018
iOS:	Improper	Session	Handling Telecom	Network	4G VeryHigh Open 03/21/2018
iOS:	Security	Decisions	via	Untrusted	Inputs Telecom	Network	4G VeryHigh Open 03/21/2018
iOS:	Side	Channel	Data	Leakage Telecom	Network	4G VeryHigh Open 03/21/2018
iOS:	Broken	Encryption Telecom	Network	4G VeryHigh Open 03/21/2018
iOS:	Sensitive	Information	Disclosure Telecom	Network	4G VeryHigh Open 03/21/2018
Probe	iOS	Screenshots Telecom	Network	4G VeryHigh Open 03/21/2018
Altered	Installed	BIOS Telecom	Network	4G VeryHigh Open 03/21/2018



Physical	Theft Telecom	Network	4G VeryHigh Open 03/21/2018
Session	Hijacking Telecom	Network	4G VeryHigh Open 03/21/2018
Denial	of	Service	through	Resource	Depletion Telecom	Network	4G Medium Open 03/21/2018Protocol	Manipulation Telecom	Network	4G Medium Open 03/21/2018TCP	SYN	Scan Telecom	Network	4G Low Open 03/21/2018TCP	ACK	Ping Telecom	Network	4G Low Open 03/21/2018TCP	SYN	Ping Telecom	Network	4G Low Open 03/21/2018TCP	Connect	Scan Telecom	Network	4G Low Open 03/21/2018TCP	ACK	Scan Telecom	Network	4G Low Open 03/21/2018Exploit	Common	or	default	Usernames	and	Passwords Telecom	Network	4G High Open 03/21/2018WS:	XML	Denial	of	Service Telecom	Network	4G VeryHigh Open 03/21/2018
Gather	Information Telecom	Network	4G VeryHigh Open 03/21/2018
HTTP	DoS Telecom	Network	4G VeryHigh Open 03/21/2018
ICMP	Fragmentation Telecom	Network	4G VeryHigh Open 03/21/2018
Unauthorized	Use	of	Device	Resources Telecom	Network	4G VeryHigh Open 03/21/2018
Denial	of	Service Telecom	Network	4G VeryHigh Open 03/21/2018
Eavesdropping Telecom	Network	4G VeryHigh Open 03/21/2018
Reusing	Session	IDs	aka	Session	Replay Telecom	Network	4G High Open 03/21/2018Exploiting	Incorrectly	Configured	SSL Telecom	Network	4G VeryHigh Open 03/21/2018
Man	in	the	Middle	Attack Telecom	Network	4G VeryHigh Open 03/21/2018
Wi-Fi	Jamming Telecom	Network	4G High Open 03/21/2018WiFi	MAC	Address	Tracking Telecom	Network	4G VeryHigh Open 03/21/2018
WiFi	SSID	Tracking Telecom	Network	4G VeryHigh Open 03/21/2018
Exploitation	of	Authorization Telecom	Network	4G Medium Open 03/21/2018Identity	Spoofing	-	Impersonation Telecom	Network	4G Medium Open 03/21/2018Sniffing	Attacks Telecom	Network	4G Medium Open 03/21/2018Exploitation	of	Authentication Telecom	Network	4G VeryHigh Open 03/21/2018
Denial	of	Service Telecom	Network	4G VeryHigh Open 03/21/2018



Data	Interception	Attacks Telecom	Network	4G Medium Open 03/21/2018Fake	the	Source	of	Data Telecom	Network	4G Medium Open 03/21/2018User-Controlled	Filename Telecom	Network	4G High Open 03/21/2018Manipulating	User	State Telecom	Network	4G High Open 03/21/2018Email	Injection Telecom	Network	4G Medium Open 03/21/2018IMAP	or	SMTP	Command	Injection Telecom	Network	4G Medium Open 03/21/2018Weak	Identity,	Credential	and	Access	Management Telecom	Network	4G VeryHigh Open 03/21/2018
Denial	of	Service Telecom	Network	4G VeryHigh Open 03/21/2018
Sensitive	Data	Exposure Telecom	Network	4G VeryHigh Open 03/21/2018
Code	Injection Telecom	Network	4G High Open 03/21/2018Reflected	Cross	Site	Scripting	-	WASC Telecom	Network	4G High Open 03/21/2018Dictionary-based	Password	Attack Telecom	Network	4G High Open 03/21/2018Password	Brute	Forcing Telecom	Network	4G High Open 03/21/2018Password	Recovery	Exploitation Telecom	Network	4G High Open 03/21/2018Exploit	Common	or	default	Usernames	and	Passwords Telecom	Network	4G High Open 03/21/2018Encryption	Brute	Forcing Telecom	Network	4G Low Open 03/21/2018Overflow	Buffers Telecom	Network	4G VeryHigh Open 03/21/2018
SQL	Injection Telecom	Network	4G High Open 03/21/2018Blind	SQL	Injection Telecom	Network	4G High Open 03/21/2018Sensitive	Data	Exposure Telecom	Network	4G VeryHigh Open 03/21/2018
Weak	Identity,	Credential	and	Access	Management Telecom	Network	4G VeryHigh Open 03/21/2018
Denial	of	Service Telecom	Network	4G VeryHigh Open 03/21/2018
Code	Injection Telecom	Network	4G High Open 03/21/2018Reflected	Cross	Site	Scripting	-	WASC Telecom	Network	4G High Open 03/21/2018Dictionary-based	Password	Attack Telecom	Network	4G High Open 03/21/2018Password	Brute	Forcing Telecom	Network	4G High Open 03/21/2018
Password	Recovery	Exploitation Telecom	Network	4G High Open 03/21/2018Exploit	Common	or	default	Usernames	and	Passwords Telecom	Network	4G High Open 03/21/2018Encryption	Brute	Forcing Telecom	Network	4G Low Open 03/21/2018SQL	Injection Telecom	Network	4G High Open 03/21/2018Blind	SQL	Injection Telecom	Network	4G High Open 03/21/2018Overflow	Buffers Telecom	Network	4G Very Open 03/21/2018



HighWeak	Identity,	Credential	and	Access	Management Telecom	Network	4G VeryHigh Open 03/21/2018
Denial	of	Service Telecom	Network	4G VeryHigh Open 03/21/2018
Sensitive	Data	Exposure Telecom	Network	4G VeryHigh Open 03/21/2018
Code	Injection Telecom	Network	4G High Open 03/21/2018Reflected	Cross	Site	Scripting	-	WASC Telecom	Network	4G High Open 03/21/2018Encryption	Brute	Forcing Telecom	Network	4G Low Open 03/21/2018SQL	Injection Telecom	Network	4G High Open 03/21/2018Blind	SQL	Injection Telecom	Network	4G High Open 03/21/2018Overflow	Buffers Telecom	Network	4G VeryHigh Open 03/21/2018
Authentication	Bypass Telecom	Network	4G Medium Open 03/21/2018Sniff	Application	Code Telecom	Network	4G High Open 03/21/2018HTTP	Response	Splitting Telecom	Network	4G High Open 03/27/2018HTTP	Response	Splitting Telecom	Network	4G High Open 03/27/2018HTTP	Response	Splitting Telecom	Network	4G High Open 03/27/2018Clickjacking Telecom	Network	4G VeryHigh Open 04/13/2018
Clickjacking Telecom	Network	4G VeryHigh Open 04/13/2018
Clickjacking Telecom	Network	4G VeryHigh Open 04/13/2018
Man	in	the	Middle	Attack Telecom	Network	IMS VeryHigh Open 03/21/2018
File	Manipulation Telecom	Network	IMS Medium Open 03/21/2018Accessing,	Modifying	or	Executing	Executable	Files Telecom	Network	IMS VeryHigh Open 03/21/2018
Create	files	with	the	same	name	as	files	protected	with	ahigher	classification Telecom	Network	IMS VeryHigh Open 03/21/2018
Manipulating	Web	Input	to	File	System	Calls Telecom	Network	IMS VeryHigh Open 03/21/2018
File	Manipulation Telecom	Network	IMS Medium Open 03/21/2018
Accessing,	Modifying	or	Executing	Executable	Files Telecom	Network	IMS VeryHigh Open 03/21/2018
Create	files	with	the	same	name	as	files	protected	with	ahigher	classification Telecom	Network	IMS VeryHigh Open 03/21/2018
Manipulating	Web	Input	to	File	System	Calls Telecom	Network	IMS VeryHigh Open 03/21/2018
Exploitation	of	Authorization Telecom	Network	IMS Medium Open 03/21/2018



Identity	Spoofing	-	Impersonation Telecom	Network	IMS Medium Open 03/21/2018Sniffing	Attacks Telecom	Network	IMS Medium Open 03/21/2018Denial	of	Service	through	Resource	Depletion Telecom	Network	IMS Medium Open 03/21/2018Exploitation	of	Authentication Telecom	Network	IMS VeryHigh Open 03/21/2018
OS	Fingerprinting Telecom	Network	IMS VeryHigh Open 03/21/2018
Targeted	Malware Telecom	Network	IMS VeryHigh Open 03/21/2018
Session	Hijacking Telecom	Network	IMS VeryHigh Open 03/21/2018
Denial	of	Service	through	Resource	Depletion Telecom	Network	IMS Medium Open 03/21/2018Protocol	Manipulation Telecom	Network	IMS Medium Open 03/21/2018TCP	SYN	Scan Telecom	Network	IMS Low Open 03/21/2018TCP	ACK	Ping Telecom	Network	IMS Low Open 03/21/2018TCP	SYN	Ping Telecom	Network	IMS Low Open 03/21/2018TCP	Connect	Scan Telecom	Network	IMS Low Open 03/21/2018TCP	ACK	Scan Telecom	Network	IMS Low Open 03/21/2018Exploit	Common	or	default	Usernames	and	Passwords Telecom	Network	IMS High Open 03/21/2018WS:	XML	Denial	of	Service Telecom	Network	IMS VeryHigh Open 03/21/2018
Gather	Information Telecom	Network	IMS VeryHigh Open 03/21/2018
HTTP	DoS Telecom	Network	IMS VeryHigh Open 03/21/2018
ICMP	Fragmentation Telecom	Network	IMS VeryHigh Open 03/21/2018
Unauthorized	Use	of	Device	Resources Telecom	Network	IMS VeryHigh Open 03/21/2018
Denial	of	Service Telecom	Network	IMS VeryHigh Open 03/21/2018
Eavesdropping Telecom	Network	IMS VeryHigh Open 03/21/2018
Reusing	Session	IDs	aka	Session	Replay Telecom	Network	IMS High Open 03/21/2018Data	Interception	Attacks Telecom	Network	IMS Medium Open 03/21/2018
Fake	the	Source	of	Data Telecom	Network	IMS Medium Open 03/21/2018Exploiting	Incorrectly	Configured	SSL Telecom	Network	IMS VeryHigh Open 03/21/2018
TCP	SYN	Scan Telecom	Network	IMS Low Open 03/21/2018TCP	Window	Scan Telecom	Network	IMS Low Open 03/21/2018TCP	RPC	Scan Telecom	Network	IMS Low Open 03/21/2018TCP	Sequence	Number	Probe Telecom	Network	IMS Low Open 03/21/2018



TCP	ISN	Greatest	Common	Divisor	Probe Telecom	Network	IMS Low Open 03/21/2018TCP	ISN	Counter	Rate	Probe Telecom	Network	IMS Low Open 03/21/2018TCP	ISN	Sequence	Predictability	Probe Telecom	Network	IMS Low Open 03/21/2018TCP	Congestion	Control	Flag	Probe Telecom	Network	IMS Low Open 03/21/2018TCP	Initial	Window	Size	Probe Telecom	Network	IMS Low Open 03/21/2018Resource	Location	Spoofing Telecom	Network	IMS VeryHigh Open 03/21/2018
Jamming Telecom	Network	IMS VeryHigh Open 03/21/2018
Interference Telecom	Network	IMS VeryHigh Open 03/21/2018
Authentication	Bypass Telecom	Network	IMS Medium Open 03/21/2018Sniff	Application	Code Telecom	Network	IMS High Open 03/21/2018Sensitive	Data	Exposure Telecom	Network	IMS VeryHigh Open 03/21/2018
Weak	Identity,	Credential	and	Access	Management Telecom	Network	IMS VeryHigh Open 03/21/2018
Denial	of	Service Telecom	Network	IMS VeryHigh Open 03/21/2018
Code	Injection Telecom	Network	IMS High Open 03/21/2018Reflected	Cross	Site	Scripting	-	WASC Telecom	Network	IMS High Open 03/21/2018Dictionary-based	Password	Attack Telecom	Network	IMS High Open 03/21/2018Password	Brute	Forcing Telecom	Network	IMS High Open 03/21/2018Password	Recovery	Exploitation Telecom	Network	IMS High Open 03/21/2018Exploit	Common	or	default	Usernames	and	Passwords Telecom	Network	IMS High Open 03/21/2018Encryption	Brute	Forcing Telecom	Network	IMS Low Open 03/21/2018SQL	Injection Telecom	Network	IMS High Open 03/21/2018Blind	SQL	Injection Telecom	Network	IMS High Open 03/21/2018Overflow	Buffers Telecom	Network	IMS VeryHigh Open 03/21/2018
HTTP	Response	Splitting Telecom	Network	IMS High Open 03/27/2018Clickjacking Telecom	Network	IMS VeryHigh Open 04/13/2018


